123_011 BlockChain_Transactions

Interactive Exam Tasks:

1.Transaction creation according to template.

2.Public and private and public keys generation using PP=(p, g); p=264043379, g=2.
3.Transaction signing using Schnorr signature.

4.Arbitrary 3 transactions including in the Merkle Tree.

5.To create a block and mine-validate created bloc.

Buhalterija - Book-Keeping, Accounting
Unspend Transaction Output - UTXO

No. Pajamos-Incomes ISlaidos-Expenses Likutis-Balance
Inl. Client1: 1000 Sat 1000 Sat
In2. Client2: 2000 Sat  OutL. Firm 5: 1700 Sat 1300 Sat Sum ”DZ Infue 75 =
In3. Client3: 3000 Sat Out2. Firm 6: 2300 Sat 2000 Sat = St pbl ﬂ/}wz‘s
In4. Client4: 4000 Sat Out3. Firm 7: 6000 Sat e g
Total 10 000 Sat 4000 Sat 6000 Sat Dwmﬁéfgf
Transaction - Tx
Ind = Lpvo
Outl = A1F00
In) =2p00 =
Out2 = 2300
In3 = 3000 —
of [/ = Hpoo
d out = 6000
UTXO ﬂ
=
Public Parameters PP = (p, g); p=264043379; g=2;
A \DVMA-“—X]' F kfa; (=¥ A Ky Rz b;
>> x=randi(2/27) >> y=randi(2/27)
x = 100497451 y = 25824381
>>a=mod_exp(g,x,p) >> b=mod_exp(g,y,p)
a=91968695 b =195335035

Schnorr Signature < M - message to be signed
Signature is denoted by 6=S=(r, s)

u=randi(p-1) Verification qf 6:SL:(r,s) fo.r h=H(M||r)
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u=randi(p-1) Verification of 6=S=(r,s) for h=H(M||r)

r=qgu mod p gS:rah mOd p
h=H(M||r) % h is a decimal number
s=u+xh mod (p-1)

TR %2 & A2
6000 é;ﬂj D;V) MZ: gggg F 21 = 5000 | %H34=35D
> (2= —>
3000 54t g 5000 sair 3500 Sa? &3
O 11=5000 > Ot 21=3500 UTK
Out12=L,000 | 4900 % 2224500 | 1500 5%~ 350054
Addr 1= B Adld21= A2

Addr =
hTx1
Sig( sy hTxd
6=(4,51)

AccovnT bard

Tiasoc ZLZ’ﬂﬂﬁ

S——

"Tid s Tnat = 6900 || o A2 = 3000 || 0t 41 = 5000 (012 = 9000 |Recd 2] Roc2=B

hTxd = h2g( | )
Sign(Priu=x, WA ) = St =6,= (% ,S.) % Schvorr Sg,

1325 T2l =so00l) Out21=3500||0ud 22 =1500||Rect = A2 ||Rec 2= B’
hTx2 = h28(’ J ’)

%m(PrKB;g,hzﬁbg): Sz :6\12: (("2{ SZ> %%er g[g

Transaction templates:
Tx1 = 'Tx1:In11=6000] | In12=3000| | Out11=5000]| | Out12=4000| | Rec1=B| |Rec2=A'

Tx2='Tx2:In21=5000| | Out21=3500]| | Out22=1500]| |Rec1=B2 | |Rec2=B'

>> hTx1=h28('Tx1:In11=6000] | In12=3000]| | Out11=5000| | Out12=4000| | Rec1=B| |Rec2=A")
hTx1 = AFC73D8

>> hTx1=h28(Tx1)

hTx1 = AFC73D8

>> hTx1d=hd28(Tx1)
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hTx1d = 184316888

>> hex2dec('AFC73D8')
ans = 184316888
>> hex2dec(hTx1)
ans = 184316888

>> hTx2=h28('Tx2:In21=5000| | Out21=3500 | Out22=1500| |Rec1=B2| |Rec2=B')

hTx2 = 43BC2D0

>> hTx2=h28(Tx2)
hTx2 = 43BC2D0

>> hTx2d=hd28(Tx2)
hTx2d = 71025360
>> hex2dec(hTx2)
ans = 71025360

Schnorr Signature < M - message to be signed in decimal format

Transaction Tx1 signing: M=hTx1d = 184316888

hTx1d=hd28(Tx1)
ul=randi(p-1)
ri=mod_exp(g,ul,p)

h1=hd28(hTx1d||rl) % h is a decimal number

s1=ul+x(h1l) mod (p-1)

Signature fot Tx1 computation 6:=S1=(r1, sl)

>> ul=randi(p-1)

ul = 96927099
>>rl=mod_exp(g,ul,p)
rl=240239134
>>h1=hd28(hTx1d| |rl)
hl= 126174618

>> xh1=mod(x*h1,p-1)
xh1l= 319146
>>sl=mod(ul+xhl,p-1)
sl = 97246245

g*l= (r1)a" mod p

>>g sl=mod_exp(g,sl,p)
g s1=168542564

>> a

a =91968695
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g*=ra" mod p

Signature fot Tx2 computation 6,=S2=(r2, s2)



b N V4

>>a_hl=mod_exp(a,hl,p)
a_h1=128485502

>>rl

rl=240239134
>>rla_hl=mod(rl1*a_h1,p)
rla_h1l = 168542564

> hTx1d=hex2dec('AFC73D8')
Tx1d = 184316888

%%% Signature Sigl Creation on hTx1d
Transaction Tx1 signing: M=hTx1d
ul=randi(p-1)
ri=mod_exp(g,ul,p)
h1=hd28(*hTx1d||r")
xhl=mod(x*h1,p-1)
sl=mod(ul+xhl,p-1)

% h1lis a decimal number

Sigl=(r1, sl)
Signature Sigl Verification

%%% Signature verification
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>> hTx2d=hex2dec('43BC2D0")
hTx2d = 71025360

%%% Signature Sig2 Creation on hTx2d
Transaction Tx2 signing: M=hTx2d
u2=randi(p-1)
r2=mod_exp(g,ul,p)
h2=hd28('hTx2d||r")
xh2=mod(y*h2,p-1)
sl=mod(ul+xh2,p-1)

% h1l is a decimal number

Sig2=(r2, s2)
Signature Sig2 Verification

%%% Signature verification



Magic Number (4)

Block Size (4) i

Version (4) i

Previous Block Hash (32)

-

Merkle Root(32)

e IL _____________

i 1 i I i I ]
""" e e T e e e e e e e e e e e e

| | | | | I |
______ ¥ TP Wy U awteeiar 3o M teery ey ¥ e ety (o sl o) KTt oy

| | I | | | |
------ O by (sl mdierd yrrmrdeled = T T

| I | Timestamp (4) | [
Difficulty Target (4) | Nonce (4) i 1
Transaction Counter (variable : 1-9) !

Transac%ion List (variable : Upto 1 MB) it
B = b 'i = e pas e et
>> PrBlh=h28('nonce=1020")
PrBlh = OCAFO6F

Block 4 Bl{

_

w

=

o)

(@)

-~

S

m

>

v

m

v )
> howwe = 17000
(hTx4 2000
hTx2 2000

Merkle RootHash = Rh1

&» Rh1 = h28('hTx1=6707A9C| | hTx2=C1169C4")

Rh1=89B5B94

el

| hTx1=6707A9C |

Tx1

Dificnlty terget DT = QUAHH HY

Block L :

Prelh

Rh

honct 3

PrBlh=0CAFO6F

Rh=89B5B94

hTx1=6707A9C

hTx2=C1169C4

nonce=1000
nonce=2000
nonce=3000

123_011 BlockChain_Transactions Page 5

-

hTx2=C1169C4




nowhwe = 1007 !

YplL: PrRe= ... [ Rhi=..| hTxt=...llnTx2=... ]

>> BI1M=h28('BI1:PrBIh=0CAFO6F | | Rh=89B5B94 | | hTx1=6707A9C| | hTx2=C1169C4 | |nonce=1000'")
BI1M = D99C1E7

>> BI1M=h28('BI1:PrBIh=0CAFO6F | | Rh=89B5B94 | | hTx1=6707A9C| | hTx2=C1169C4 | | nonce=2018')
BI1M = 06B0772

h28 i commides - vatuwe of 27 bits

%ccakﬂh(ng £0 The &/Wﬁi W//f e %ZZ%W nwunedl flpclt
st have Leabling heradecimal ¢ or 4 Gacting O, bits.
A availabls ) - valuts with 2& §i1s Condlh s cqguel 2o

>> 2728 ans = 268435456

The nwwder of adleguate wined vilueh is egpal 1o 2oy
28 -4 = 2Y Gits valies
>> 2724 ans= 16777216

The probability 10 wine a block is e folloning

2Y

B Mﬂy/wpfnwwz/%”o%l/mj 2 4 Y
= Lotal numnler sf velunes Z = /”/

22,X —
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